Recommended set-up of the WWW browser Opera 8.0
for CSOB Internetbanking 24 service using SMS key

Page |



IB.NET Installation Guide

TABLE OF CONTENTS

1. INSTALLATION OF THE ROOT CERTIFICATE L.CA rretnreennecnnesneesenessnecsanes 3
2. THE STARTING SET-UP OF THE OPERA BROWSER .....ciintintinneennecnneennesssncnnnes 9
3. TROUBLESHOOTING ...uutiitiertieneiesaieneessnteseeesaiesseesssessssessasesssesssssssasssssessssssasssassssasssasens 10
3.1 ENABLING SSL.uiitetttt sttt b s s bbbt bbb 10
3.2. ENABLING JAVASCRIPT AND OTHER MINIMUM SETTINGS .....covvvuriumnirnrinnninsisnssssssssssssssssssssanss 13
3.3, COOKIES ...ttt ssss s ss s sa s bbb bR s bR bn e bbb ba b I5
3.4, ERASING CACHE ....ouitrimitscisicissssssasssss s ssss s sssssssssssss s sassssssssssssssssssssssssssssssssssssssssassssss sassssssssssnns 17
3.5. IDENTIFICATION OF OPERA ......ooosiiiiinritiincisisasssssssssssss s ssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnss I8

Page 2



IB.NET Installation Guide

1. Installation of the root certificate 1.CA

First, please download the root certificate from the address http://www.ica.cz/RootCERT _NewSica.cer

WARNING! To be saved on the disk (Save); do not open it! (Otherwise the import will be
made to IE, if available.)

Download file

File RootZERT_MewsSica.cer
Server WL ICA, 02
Type application)x-x509-ca-cert

Size 205 bytes

Cipens with ﬂ' Dpera

Wiauld you like ta Open ar Save the File?

|| Remember choice and do not show dialog again

The certificate will be downloaded. We recommend its temporary placing on the desktop.
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After that, in browser Opera:
I) Menu Tools -> Preferences (or CTRL+F12)
2) Security —> Manage certificates

Preferences

Adwertising Choose a master passwaord ko prokect personal certificates

Browsing
Search Set master password. .

Motifications g
|| Use as master password for e-mail and Wand
Zontent
Faonts Ask For password
Diowenloads
Programs Every time needed
Hiskory

Cookies Manage certificates. .,

SeCUriky

Mebwark, Security protocals, .

Taolbars || Warn me before subritting Forms insecurely

Shortcuts
Yoice

v Warn me before validating a page
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3) Authorities -> Import

Certificate manager,

~Certificate authorities Wi
frfatit IZErEiFin:-ﬂtE: Services
Ackalis Rook C6,

AddTrust Class 1 CA oot
AddTrust External CA Roak Impark. ..
AddTrust Public Cf Rioot S—
AddTrust Qualified CA Roat Export...
Baltimore CyvberTrust Code Signing Rook

Baltimare CyberTrust Mabile Rook

Baltimare CyberTrust Rook

Cerktum A

Certurn CA Level I

Certurn CA Level I1

Certumn CA Level IIT

Certurn CA Lewel IY

Class 1 Public Primary Certification Authority

Class 1 Public Primary Certification Authority - G2, (2] 1995 Yerisig. ..

Class 2 Public Primary Certification Authoriky

Class 2 Public Primary Certification Authority - G2, (c) 1993 Yerigig... « |

Delete
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4) From the desktop -> Open

Select File containing CA certificate(s) to import

Look in: |@Desktnp v| @ e -

Ty LMy Documernts
I_*b 'j My Compuker
by Recent ‘HMF Mebwoark Places
Documents | (R e

=
[
Dezktop

by Documents

by Computer

-

File name: | RootCERT_MewSica b | [ Open l

by Metwark | Files of tupe: | Certificate Files “ | [ Cancel ]

5) Install

Install authority certificate

Install khis certificate autharity's certificate chain in the dakabase?

1.CA - Skandard root certificate
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6) OK

Install authority certificate

Are wal sure you wank ko brust Ehis issuer?

7) The imported certificate will appear in the Authorities tab as .CA — Standard root certificate

Certificate manager,

*Certificate authorities

1.CA - Standard root certificate
Posten (Morway Post) C4

R34 Securiby 1024 Wl

F3A Securiby 2045 W3

Secure Certificate Services

Secure Server Certification suthority
Securiby Cormmunicakion Rook C4 1
Sonera Class 1 A

Sonera Class 2 Ch,

Starfield 2048 Class 2 CA

Starfield Issuing CA

TC TruskCenter, Germany, Class 0 CA
TC TruskCenter, Germany, Class 1 CA
TC TruskCenter, Germany, Class 2 CA
TC TruskCenker, Germany, Class 3 CA
TC TrustCenter, Germany, Class 4 CA
Thawte Personal Basic CA

Thawte Personal Freemail C&
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8) Select I.CA — Standard root certificate -> View -> omit (ie do not tick) the box
Warn me before using this certificate -> OK

Certificate

Certificate name

[.CA - Standard root certificate
Prveni certifikacni autorita a.s.
CZ

[» &llow connections to sites using this certificate

| | “Warn me before using this certificate

If the certificate is not installed, secured SSL communication will not be used correctly,
and a warning, similar to that below, will be displayed when the log-in page of the
service is read in:

Certificate signer not found

The server's certificate chain is incomplete, and the signer{s) are not
registered. Accept?

ib24.csob.cz

- The certificate for "ib24.csob.c2" is signed by the unknown
Certificate Authority "I.CA - Standard rook certificate”. It is not
possible bo werify that this is a walid certificate
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If the box is ticked, see point 8) /it should not be ticked/, a warning, similar to that
below, will be displayed when the log-in page of the service is read in:

Certificate warning

‘fou are abouk ko send a reguest to this server, Continue?

ib24.csob, sk

- ‘fou have asked ko be warned about certificates from "I.CA -
Standard rook certificake”

2. The starting set-up of the Opera
browser

The starting set-up of the Opera browser is appropriate for using CSOB Internetbanking 24 service

when log-in is made through an Identification number + PIN and when active operations are signed with
an SMS key.
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3. Troubleshooting

3.1. Enabling SSL

SSL communication must be allowed.

I) Menu Tools -> Preferences (or CTRL+F12)
2) Advanced - Security —> Security protocols

Preferences

Adverkising
Brawsing
Search
Matifications

Zontent
Fonks
Downloads
Programs

Hiskory
Cookies
Security

Mebwark,

Toolbars
Shortcuts
Voice

Choose a master passwaord ko prokect personal certificates

Set masker password. .,

| | Use as master password for e-mail and Wand

Ask For password

Every time needed

Manage cerkificates, .,

Security protocols. ..

| | Warn me before subritting Forms insecurely

|» Warn me before validating a page

IB.NET Installation Guide
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3) Tick Enable SSL 3.0 -> OK

Security protocols

| EnablessL 2

& Enable 55L 3

| | Enable TLS 1

| Emable TLS 1.1
Select ciphers ko enable

Yersion Cipher

S5L 2 w40 bit €2 (RS&{MDS)

5512 W40 bit C4 (RS&{MDS)

S5L 2

S5L 2

S5L 2

S5L 2

55L 3TLS 1 || bt Authentication Only (RSAMDS)
5SL 3/TLS 1 || 0 hit Authentication Only (RSASHA
551 3/TLS 1 |40 bit RC4 (Anonym DH{MDS)

551 3/TLS 1 |40 bit DES {Ananym DH{SHA)
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If SSL 3.0 is not enabled, a WWW page will appear with this error message:

%4 Error, - Opera

File Edit Wew EBookmarks Tools Help

Fﬁ;pel.ﬂi Opera 8 for Symbian Series 60 mobile phones |
ies 60 Awailahle now! Full internet experience fram your mobile.
s x| 8-
W e = “x_:r #7 || hittps:/fib24.csob.skf o = @, Gongle seard i 60

Unable to complete secure transaction

You tried to access the address https://ib24.csob.sk/, which is currently unavailable. Please
make sure that the Web address (URL) is correctly spelled and punctuated, then try
reloading the page.

Make sure your Internet connection is active and check whether other applications
that rely on the same connection are working,

Check that the setup of any Intermet security software is correct and does not
interfere with ordinary Web browsing.

If you are behind a firewall on a Local Area Network and think this may be causing
problems, talk to your systems administrator,

Try pressing the F12 key on your keyboard and disabling proxy servers, unless you know
that you are required to use a proxy to connect to the Internet. Reload the page.

Need help?

+ Open the Opera Help.
+ Goto Opera's on-line support desk,

Secure connection: fatal error (1104)
https: //ih24. csoh. sk

Security is disabled.

]
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3.2. Enabling JavaScript and other minimum

settings

JavaScript must be allowed.

I) Menu Tools -> Preferences (or CTRL+F12)

2) Advanced - Content — for minimum settings, see the picture below

Preferences

Adverkising
Browsing
Search
Motifications

CZontent
Faonts
Diownloads
Prograns

Hiskary
Cookies
Securiky
Metwork,

Toolbars
Shortcuts
Voice

L

Enable frames

|» Enable inline frames

| Show active frame border

|»! Enable styling of Farms

% Enable styling of scrollbars

GIF animation

| Enable sound in Web pages

|+ Enable JavaScript

| Enable Java

| Enable plug-ins

Style opkions. .

Javascript options. ..

If ,,Enable inline frames*‘ is not ticked, help to individual commercial functions will not

work.
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3) Under the JavaScript options button
JavaScript options

|v! Allow resizing of windows
|%f Allow maving of windaws
|w Allow raising of windows
|w Allow lowering of windows
Allow changing of status Field
| | Allow script ba receive right clicks
|w Allow script bo hide address bar

|| Open Javascripk consaole on errar

My JawasScripk Files

If JavaScript is not enabled, the user cannot be logged-in at all. After pressing the button
on the log-in page, this page will remain displayed.
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3.3. Cookies

Cookies must be allowed.
I) Menu Tools -> Preferences (or CTRL+F12)
2) Advanced - Cookies

We recommend the following starting setting:

Preferences

Advertising Cookies are small files stored on your computer, They allow Web sites ko

: remember yau between visiks,
Brawsing ¥

Feary Mormal cookies
Matifications

Accept all cookies
Conkent
Fonks Third party cookies
Downloads

Accept all cookies
Programs

Manage cookies, .,

Hiskory

| | Delete new cookies when exiting Opera

Security

Metwork |»f Accept cookies with incorrect paths
Toolhars || Warn me about incorrect cookie paths
Shortcuks

i | | Use cookies bo trace password prokected pages
nice
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However, the following minimum setting will also work:

Preferences

Advertising Cookies are small files stored on your computer, They allow Web sites to

Browsing remernber you between visits,
Search

Motifications

Mormal cookies

Let me decide every time I receive one
Zontent
Faonts Third party cookies
Diownloads

Accept only cookies set ko the server itself
Programs

! Manage cookies. ..
Hiskory

Cookies | | Delete new cookies when exiting Opera
Securikby
Mekwork, | | &ccept cookies with incorrect paths

Toolbars
Shortcuts

; | Use cookies ta trace password protecked pages
Waice '

If cookies are not allowed, the user will immediately be redirected, after sending the
identification number and PIN, to the introductory page (URL in the address line will then end
as follows: LoginForm.aspx?ReturnUr1=%2fDefaul t.aspx).
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3.4. Erasing cache

) Menu Tools -> Preferences (or CTRL+F12)
2) Advanced - History — Disk cache -> Empty now -> OK
(However, this browser is not known to have any problems relating to cache, unlike other

browsers.)

Preferences

Adwertising
Browsing
Search
Motifications

Zontent
Fonks
Diowenloads
Programs

Hiskory
Cookies
Securikby
Mekwork,

Toolbars
Shortcuts
Yoice

Typed in addresses

Visited addresses 500

Memory cache Aukornatic

Disk, cache 20 MB I Empky niow

Ernpky an exik

Check documents Ewvery 5 hours
Check images Ewery 5 haours
Check other Every 5 hours

w Always check redirect
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3.5. Identification of Opera

Although the starting setting of the browser after installation is ,,Identify as MSIE 6.0%, it also works
problem-free in the regime ,,Identify as Opera®.

I) Menu Tools -> Preferences (or CTRL+F12)
2) Advanced - Network — Browser identification

Preferences

Advertising Configure proxy servers if wou don't have a direct connection ko the inkernet

Brawsing
Search Proy sersvers

Matifications g
Server name completion

Conkent
Faonks

' Encode international Web addresses with UTF-3
Downloads T

Programs |»f Enable referrer lagging

History & Enable automatic redirection
Cookies

Security
rh:

Max connections to a setver 8

Mazx kotal connections 20
Toolbars
Shortcuts

; Browser identification Identify as Opera
Vaice
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