Recommended Mozilla Firefox 3.6 and higher settings
for CSOB InternetBanking 24 with the SMS key
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1. Firefox Settings

The initial browser settings are appropriate for CSOB InternetBanking 24; therefore, there is no need to
modify them.

2. Trouble Fixing

2.1. Allow SSL Communication

In Tools, select Options. In the new window, select Advanced; tick Use SSL 3.0 in Encryption and
confirm by pressing OK.
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General Tabs Content  Applications  Privacy  Security ~ Advanced

Genelalll MNetwork | Update | Encryption

Use 55L 3.0 Use TLS 1.0

Certificates

When a server requests my personal certificate:

() Select one automatically @ Ask me every time

View Certficates | | Revocation Lists | | Validation | | Security Devices

|| ok || cancel | [ Hep |

If SSL 3.0 communication is not permitted the following error message will appear.

) Problem loading page - Mozilla Firefox F=E
Eile Edit Yiew History Bookmarks Tools Help k
s COX D l:: https://ib24.csob.cz/ » - IE' Google P|
(1, Problem loading page + (jﬁ

Secure Connection Failed

An error occurred during a connection to ib24.csob.cz.
Can't connect securely because the SSL protocol has been disabled.

(Error code: ssl_error_ss|_disabled)

® The page you are trying to view cannot be shown because the authenticity of the
received data could not be verified.

m Please contact the web site owners to inform them of this problem. Alternatively,
use the command found in the help menu to report this broken site,
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2.2. Enabling JavaScript and other minimum settings

Choose Options in the Tools menu. Select Content in the new window and set your options according to
the figure.

Options

O & &x I

General Tabs Content  Applications  Privacy  Security  Advanced

Block popup windows
Load images automatically
Enable Java5cript

Fonts & Colours

Default font: | Times New Roman - ] Size: ’16 - ] ’&dvanced... ]

Languages

Choose your preferred language for displaying pages
[ ok || cancel || Hep |

Then press Advanced..., set options according to the figure and confirm everything by pressing the OK
button.

Advanced JavaScript iﬁrﬂi gg
| Allow scripts to:

Move or resize existing windows

[]: Raise or lower windows

Disable or replace context menus
] Hide the status bar
[] Change status bar text

[ ok || cancel | [ Hewp |

If JavaScript is not enabled you will not be able to log in (the log-in page will be displayed even when the
log-in button has been pressed).

2.3. Permitting Cookies

Choose Options in the Tools menu. Select Privacy in the new window, set the options according to the
figure and confirm by pressing OK.
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General Tabs Content  Applications ~ Privacy  Security  Advanced

History

Firefox will: [EUse custom settings for history |+ ]

Automatically start Firefox in a private browsing session
A =l o b g .
emember my browsing history for at least ays
¥ R ber my browsing history for at | 905 d
Remember download history
Remember search and form history

Accept cookies from sites

Accept third-party cookies

Keep until: Show Cookies.
Clear history when Firefox closes Settings...

Location Bar

When using the location bar, suggest: [ History and Bookmarks - ]

[ ok || cancel || Help
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If cookies are not permitted you will not be able to log-in (you will be redirected to the introductory page
after logging in with your ID number and PIN).

3 ﬁm‘ua Firefox )

File Edit View History Bookmarks Tools Help

T_? - |§l' Google

N The page isn't redirecting properly

Firefox has detected that the server is redirecting the request for this address
in a way that will never complete.

m This problem can sometimes be caused by disabling or refusing to accept cookies.

Dene & .

2.4. Clearing the Cache Memory (if necessary)

Choose Options in the Tools menu. Select Advanced in the new window, press Clear at the Network
tab and confirm by pressing OK.
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General Tabs Content  Applications  Privacy  Security =~ Advanced

Connection

Configure how Firefox connects to the Internet

Offline Storage
Use up to SUE MB of space for the cache

Tell me when a web site asks to store data for offline use

The following web sites have stored data for offline use:

Remove...

[ Cancel | [ Help

3. Testing the operation system, browser and other
components
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Start the browser and enter https://ib24.csob.cz (CSOB InternetBanking 24), then click on system test
in top right corner. Use the test to check that your computer is correctly set to run the service. The test

requires JAVA applet installed (without it only a part of the test will run).
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€SOB InternetBanking 24

Log-in

with chip card

before log-in, put the card into
the chip card reader

With identification number
and PIN

identification number
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@® Updates

Information for €S0B clients about payments at
the end of 2010

We would like to draw your attention to the deadlines for
the submission of payment orders to SOB which will
guarantee the processing of your payments by the end of
2010. You can find the necessary details in this Deadlines
summary for orders delivery to CSOB

You can arrange access to the service at your ¢S0B branch, which maintains your accounts. More information is

available at www.csob.cz.

If you do not carry out any operation in 20 minutes, the application will be logged off automatically.

@ Security recommendations

Observe the Principles of the safe use of €508
Electronic Banking

The most important principles include:

+ Regular updating of the operating system and
Internet browser (procedure for MS Windows),

+ Use and regular updating of antivirus and
firewall,

+ Use of SMS key or chip card for signing in.

The initial screen of the test will appear. Do not tick the Electronic signature and continue with the start

test >> button.
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€SOB InternetBanking 24

with chip card

before log-in, put the card into
the chip card reader

log-in

with identification number and
PIN

identification number

TIPS

Wou can find tuterial and manuals
here

The principles for safe usage of
CSOB Internethanking 24 service
can be found here

If you are at yoeur wits' end trying te
lag in to the new CSOB Internst
Banking 24, here is the help

8.2.2011 11:11:23 e Bl =

b

Y¥ou can arrange access to the service at your CS0B branch, which maintains your accounts. More

information is available at www.csob.cz.

If you do not carry out any operation in 20 minutes, the application will be logged off automatically.

Test of the system

Result

parameters:

mooRk WM

. Cookies (must be allowed).

. Opening of session (must be allowed).

womos W

11. Electronic signatur

10. USE ports (must be functional for chip card usage].

You are here; JLIESS TN 1S Java OS5 Browser Resclution Cookies Session ActiveX Manager USB Signature

The test will find out whether your computer mesets the requirements for CSOB Internat banking for the following

1. JavaScript (if your browser allows its use including the settings).

. Jawva (recommended for the use of the chip card: Java 1.6 or higher).

. Operation system (recommended: Windows XP S5P3, Windows Vista and Windows 7).

Web browser (recommended: Internet Explorer 7.0 or higher, Firefox 1.5 or higher and Cpera 10).

Monitor resolution (recommended: 1024 x 768 points or higher).

. ActiveX (for electronic signature verification in Internet Explorer].

. Chip Card Manager (SW suitable for chip card management must be installed).

want to test (you must insert the chip card into the reader].

Without the Java application some tests may be skipped (download Java).

[ T €
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https://ib24.csob.cz/

When all the test stages have been completed the result will be displayed. If this meets the requirements
you can return to the introductory page by pressing end test >> button and start using the service.

If any item of the result is incorrect please modify the relevant settings according to the recommendations
displayed.

Exceptions include ActiveX test, chip card manager and electronic signature. These tests are only
designed to test the chip card.
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You can arrange access to the service at your CS0OB branch, which maintains your accounts. More information is

GOB InternetBanking 24 available at www.csob.cz.

If you do not carry out any operation in 20 minutes, the application will be logged off automatically.

Log-in
(#) help export to T

with chip card

Test of the system
before log-in, put the card into
the chip card reader . . . . . .

You are here: Introduction ]S Java OS Browser Resolution Cookies Session ActiveX Manager USB Slgnature@

JavaScript correspond to requirements
Java correspond to requirements
With identification number operating system correspond to requirements
and PIN web browser correspond to requirements
identification number resolution of the screen correspond to requirements
cookies correspond to requirements
creation of a session correspond to requirements
Activex doss not correspond to requirements ( Enable ActiveX in your web browser to
ensure correct functioning of your chip card )
chip card manager correspond to requirements
TIPS USB ports correspoend to requirements
You can find tuterial and manuals electronic signature test was not executed

here

The principles for safe usage of
CSOB Internetbanking 24 service

can be found here End test >>

If you are at your wits' end trying

to log in to the new CSOB Internat
Banking 24, here is the help

® Cs0B, 2011 HelpdeskEB@csob.cz | Write to us | www.csob.cz
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